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Password management Basics
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Passwords basics
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Passwords basics
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Why manage passwords ?

● Internet part of our daily lives
● Passwords = Information asset
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Security
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Usability
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How to manage passwords ?
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Solutions
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What's wrong with these solutions ?

Hacker/Organized 
crime group

Cloud based 

Password managers 
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Time for change
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My setup
● Requirements 

– free, opensource software

– practical on dual boot setup, web browsing

● Software 
– Keepass2 + keepasshttp + settings 

● Encrypted storage
● Encrypted backup
● Separate databases
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Speaking of passwords ...

● leakedin.com
● haveibeenpwned.com
● isleaked.com
● pwnedlist.com
● breachalarm.com
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At least don't ...
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