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Passwords basics

A password is like a toothbrush
—————

/ \

Choose a Don't share it Change it
good one with anyone occasionally
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Passwords basics

WORST PASSWORDS OF 2013

123456 ~1
password ‘
12345678

qwerty

abc123

123456789
111111
1234567
iloveyou
adobe123
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Why manage passwords ?

* Internet part of our daily lives
e Passwords = Information asset
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Security
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Usability

MISTYPED PASSWORD

Michael Geary

Type your password

@ Did you forget your password?

Please type your password again.
Be sure to use the correct uppercase and
lowercase letters.

MUST RE-TYPE

memegenerator.net
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How to manage passwords ?

Security

Functionality Usability
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Solutions
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What's wrong with these solutions ?

Cloud based

Password managers
Hacker/Organized -

crime group

WHO NEEDS FB OR TWITTER

N T

NS

E{liM ALREADY
WING'YOU
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Ime for change

ALL OF YOUR DATA WILL BE PERMANENTLY DESTROYED
PLEASE MAKE SURE TO EXPORT ALL OF YOUR DATA BEFORE CONTINUING

CLICK HERE TO EXPORT YOUR DATA

Your LastPass Email Address truica.victor.alexandru@gmail.com

Your LastPass Master Password

| am deleting my LastPass account because: (check all that apply)
_II'had problems installing it
I forgot my password
I find it difficult to use
it doesn't work for all of my passwords
It doesn't have a feature | require
#I| have security concerns about using the service
LI had problems importing my passwords
L |Other

Please provide us additional details or comments below

There's always the balance between practicality and security - storing all your
passwords in the cloud gives a lot of practicality but a very bad feeling regarding
saruritv]
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* Requirements

- free, opensource software
- practical on dual boot setup, web browsing

e Software

N

VeraCrypt
- Keepass2 + keepasshttp + settings yP

* Encrypted storage
* Encrypted backup

» Separate databases
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Speaking of passwords ...

e |eakedin.com

* havelbeenpwned.com
e isleaked.com Lea kEdm

* pwnedlist.com _

e breachalarm.com | =
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At least don't ...

Cystem A:

(Jser Name:
John.poe

PW: password
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